With the rapid development of Internet of things (IOT) and big data, the number of network terminal devices and big data transmission are increasing rapidly. Traditional cloud computing faces a great challenge in dealing with this massive amount of data. Fog computing which extends the computing at the edge of the network can provide computation and data storage. Attribute based-encryption can effectively achieve the fine-grained access control. However, the computational complexity of the encryption and decryption is growing linearly with the increase of the number of attributes. In order to reduce the computational cost and guarantee the confidentiality of data, distributed access control with outsourced computation in fog computing is proposed in this paper. In our proposed scheme, fog device takes most of computational cost in encryption and decryption phase. The computational cost of the receiver and sender can be reduced. Moreover, the private key of the user is generated by multi-authority which can enhance the security of data. The analysis of security and performance shows that our proposed scheme proves to be effective and secure.
INTRODUCTION
In recent several years, fog computing has received extensive attention [1] [2] [3] [4] [5] . Fog computing which works between cloud computing and terminal devices can solve the bottleneck problem of data storage and data transmission. It can provide services for outsourced computing, network routing, and data storage. As shown from figure 1, terminal equipment can communicate with fog device which can be attached to cloud service. With the rapid development of the Internet of things (IOT) and mobile internet, as shown from figure 1 we can see that people are becoming more and more dependent on cloud computing. With the increasing number of intelligent terminal devices in the network, the number of data and data node is increasing greatly. It will not only occupy a large number of network bandwidth, but also increase the burden of data center. The situation of data transmission and information acquisition will be worse. Fog computing, a technology to promote the operation of cloud data center, is conducive to improving local storage computing power and eliminating the bottleneck of data storage and data transmission. The fog device is located on the edge of the The work is supported by Supporting Fund for Teachers' research of Jining Medical University (No.JY2017KJ053 and No. JY2017KJ055), NSFC cultivation project of Jining Medical University (JYP2018KJ14 ) and doctoral research fund of Jining Medical University. Corresponding author: Xiuling Sun; E-mail: 85494134@qq.com network, and its cost is much lower than the cloud data center. However, they are more vulnerable to be attached, especially in the data sharing process. Therefore, in the fog cloud computing environment, how to design an efficient and secure access control scheme still faces a challenge [6] [7] [8] . Compared to the traditional data access control scheme, the system model and the network structure in the fog computing environment are different. Fog device can provide users with computing, networking and storage services, so the cost of communication and computation is less for users. Therefore, the new access control scheme should be considered in fog environment for users. Attribute based-encryption (ABE) is widely used in fine grained access control for storage data [9] [10] [11] . However, the computation cost of attribute based encryption is large, and the computation cost increases linearly with the increase of the number of attributes in the access structure, which is not suitable for the mobile terminals with limited power resources. Literature [12] first proposed the attribute based-encryption in multi-authority scheme. In literature [13] , a distributed authorization scheme was proposed for wireless sensor nodes, but the authors didn't consider the power resources of the sensor nodes. Outsourced computing can reduce the computing cost in the encryption and decryption phase [14] . Our scheme is similar to the work of Ruj et al. [13] . However, our scheme is different from that of Ruj et al. in the following aspects. Firstly, Outsourcing encryption and outsourcing decryption strategies are not used in literature [13] . Secondly, distributed access control was used for wireless sensor network in literature [13] , but, they did not consider the computing ability of the sensor node, and our distributed authority is used in fog computing in this paper. The rest of this paper is organized as following. Section 2 provides the related cryptology backgrounds in this paper. Section 3 describes construction of our proposed scheme, followed with the performance for the proposed scheme in Section 4. Finally, Section 5 concludes this paper. 
CRYPTOGRAPHIC BACKGROUNDS
In this part, some cryptographic backgrounds used in this paper are listed as follow.
2.1Bilinear maps
Let 0 G and 1 G be two cyclic groups of prime order . p , there is an efficient algorithm to calculate ( , ) e q r . 
Access Structure

SYSTEM MODEL AND ACCESS CONTROL CONSTRUCTION
In this part, system model and security model of our proposed scheme are described in details.
System Model
The system model of our proposed scheme consists of six entities: data owner, data center, fog device, distribute authority (DA), data user and authority center (AC), as shown in figure 2.
System Definition
The following eight algorithms are described in our proposed scheme.
(1) System setup ( A ): This algorithm is executed by AC. The symbol A represents the set of attributes. On input the set of attributes, it outputs the identity of each distributed authority, the identity of each fog device and attributes owned by each distributed authorization institution. Each distributed authorization institution has fixed attributes. Moreover, AC assigns access control structures for each user. respectively. This algorithm is performed by each distributed authority. On input the identity of distributed authority, security parameter and the attributes owned by id DA , this algorithm outputs the system global parameter .
SP In our proposed scheme, each DA has a set of fixed attributes. In addition, the attributes owned by each DA satisfy the following condition: In this paper we only introduce the mainly parts.
Access Control Architecture
Initialization and key generation are similar to literature [13] .The main difference between ours and literature [13] is that outsourced encryption and outsourced decryption are used in our scheme under the fog computing environment. To make our articles more complete, the details of our scheme are given as follows. 
System setup
Decryption
Legitimate users can decrypt the encrypted data. That is to say, the user's access structure conforms to the attribute requirements specified by the data owner. Because the computing power of the user is limited, Fog device can partially decrypt the ciphertext. The user j u sends data access requests to the data center. If the user is a legitimate user, data center sends the ciphertext j C to the legitimate user j u .The user can decrypt the ciphertext according to the private key. Decryption operation requires a lot of calculation and the computing power of the data user is limited, so legitimate authorized users can request outsourced decryption. Data center sends the ciphertext to the corresponding fog device directly. The user sends the conversion key to the fog device. According to the conversion key, the fog device can partially encrypt the ciphertext. The specific operation steps are as follows.
1) The user randomly selects a number according to Lagrange interpolation polynomial [16] . 
(1) The user j u can obtain the symmetrical secret key K through the following calculation and decrypt
PERFORMANCE ANALYSIS OF OUR SCHEME
In this subsection, we analysis the performance of our proposed scheme and compare it with literature [13] in table  1and table 2 , in terms of computational cost on data receiver and sender when performing encryption and decryption. In this paper, we only give the computational cost of the user in encryption and decryption phase. The computational cost of outsourced encryption and decryption by fog device is not given in this paper. In order to evaluate the performance of computation, some notations are defined as follows. The computational cost of encryption and decryption are summarized in Figure 3 and Figure 4 , respectively. From Figure 3 and 4, we can see that the computational cost of encryption and decryption in our scheme is constant because most of the computation operations are delegated to fog device. However, in literature [13] , the computation cost increases linearly with the number of attributes. Our proposed scheme is more suitable for equipment with limited power, such as sensor node and mobile device.
CONCLUSIONS
In this paper, we have studied a distributed access control with outsourced computation in fog computing based on attribute based encryption. Our proposed scheme can achieve the fine-grained access control and security for ciphertext. In our scheme, the most computation cost of encryption and decryption is outsourced to fog device. Computation cost for sender and receiver can be greatly reduced. The performance analysis shows that our proposed scheme is fit for the resource limited equipment in fog computing. 
